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Team Accomplishments

« Partnered with Technology First on the Ohio Information
Security Conference

« Collected information on existing Digital Forensics
curriculum at Colleges/Universities across the State

« Reviewed existing curriculum and mapped to NICE
Framework Digital Forensics skills

« Reviewed final rubric for gaps
« Based upon review, Dr Phung and Dr Zhang built new
OCRI modules: Binary Analysis & Malicious Web Analysis

and Classification

« Collaboration on Digital Forensics Laboratories across
State



Statewide Digital Forensics
Curriculum



Digital Forensics Collaboration

« Complex technology, difficult, and initial start-up expensive

« Funding in the amount of $13,000 for digital forensics

« Strategy to build and Cyber-Digital Forensics ecosystem

« Collaboration on digital forensics laboratories across RPC’s
« Focus on mobile device forensics chip-off technology

« Focus on cyber-digital forensics training

« Comprehensive digital forensics curriculum with hands-on labs
« Dayton, Akron, Lorain, and Stark State will improve curriculum
« DFAG tasks: mobile device forensics and training

« Demands on the private sector, state, and local government



Mobile Device Forensics

« Chip-reading tools are solutions which support digital forensics

« Digital forensics specialists rely on mobile device forensics

Scope of work requires a lab to provide:

« Cyber and digital forensics process and investigations

« Acquisition procedures for mobile devices

« Provide forensics services and training for the OCRI-RPC'’s

« Develop digital forensics resources for mobile device forensics

« Set-up lab and equipment to meet requirements for operations

Needs of local law enforcement agencies:

« Authentication, forensic tools, cloud forensics, bitcoin,
cryptocurrency, artificial intelligence, and fraud



Questions?
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